SNR#1992 보안정보 화면에 긴 텍스트가 있는 경우 레이아웃이 깨지는 현상 해결
보안정보 화면에 긴 텍스트가 있는 경우 레이아웃이 깨지는 현상이 해결되었습니다.
패치 전 - 제목이 긴 경우 그리드 영역 바깥으로 텍스트를 출력합니다.[image: ]
패치 후 - 긴 텍스트는 그리드 영역 내에서 말줄임 처리하고, 마우스를 가져다 대면 전체 제목을 툴팁으로 표시합니다.[image: ]
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CVE-2022-41604  Check Point ZoneAlarm Exireme Security before 15.8 21119229 allows local users to escalate privileges 2022-0827
CVE-2022-41571  Anissue was discovered in EyesOfNetwork (EON) through 5311 2022.0027
CVE-2022-41570  An issue was discovered in EyesOfNetwork (EON) through 5.3.11 2022.0027

CVE-2022-40878  In Exam Reviewer Management System 1.0, an authenticated attacker can upload a web-shell php file in profile page to achieve Remote Code E2622608-{8CE).

CVE-2022-40877  Exam Reviewer Management System 1.0 s vulnerable to SQL Injection via the &#8216168#8217; parameter 2022.08-19
CVE-2022-40817  Zammad 52.1 has a fine-grained permission model that allows to configure read-only access to tikets 2022.08-19
CVE-2022-40816  Zammad 5.2.1 is vuinerable to Incorrect Access Control 2022.08-19

CVE-2022.40497  Wazuh v3.6.1-v3.13.5, v4.0.0 - v4.27, and v4.3.0 - v4.3.7 were discovered to contain an authenticated remote code execution (RCE) vulnerabili§022 0% Hictive Response endpoint.
CVE-2022-40354  Oniine Tours & Travels Management System v1.0 was discovered to contain a SQL injection vulnerabilty via the id parameter at /admin/update_t2axe:ahs.
CVE-2022.40353  Oniine Tours & Travels Management System v1.0 was discovered to contain a SQL injection vuinerabilty via the id parameter at /admin/up_bookiBg2:0-11
CVE-2022.40352  Oniine Tours & Travels Management System v1.0 was discovered to contain a SQL injection vulnerabilty via the id parameter at /admin/update_{ZABBAISNS.

CVE-2022-40199  Directory traversal vulnerabilty in EC-CUBE 3 series (EC-CUBE 3.0.0 0 3.0.18-p4 ) and EC-CUBE 4 series (EC-CUBE 4.0.0 0 4.1.2) allows a rebaa@th@nticated attacker vith an adminisirative privilege to obtain the products directory structure information

CVE-2022:30835  An issue was discovered in Gajim through 1.4.7 2022.0005
CVE-2022:39258  mailcow is a mailserver suite 20220002
CVE-2022:39256  Orckestra C1 CMS is a NET based Web Content Management System 20220002
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CVE-2022-3821 An off-by-one Error issue was discovered in Systemd in format_timespan() function of time-util.c 2022-11-02
CVE-2022-4070 Insufficient Session Expiration in GitHub repository librenms/librenms prior to 22.10.0. 2022-11-20
CVE-2022-4069 Cross-site Scripting (XSS) - Generic in GitHub repository librenms/librenms prior to 22.10.0. 2022-11-20
CVE-2022-4068 A user is able to enable their own account if it was disabled by an admin while the user still holds a valid session 2022-11-20
CVE-2022-4067 Cross-site Scripting (XSS) - Stored in GitHub repository librenms/librenms prior to 22.10.0. 2022-11-20
CVE-2022-4066 A vulnerability was found in davidmoreno onion 2022-11-19
CVE-2022-4065 A vulnerability was found in cbeust testng 2022-11-19
CVE-2022-4064 A vulnerability was found in Dalli 2022-11-19
CVE-2022-3562 Cross-site Scripting (XSS) - Stored in GitHub repository librenms/librenms prior to 22.10.0. 2022-10-17
CVE-2022-3561 Cross-site Scripting (XSS) - Generic in GitHub repository librenms/librenms prior to 22.10.0. 2022-10-17
CVE-2022-3525 Deserialization of Untrusted Data in GitHub repository librenms/librenms prior to 22.10.0. 2022-10-16
CVE-2022-3516 Cross-site Scripting (XSS) - Stored in GitHub repository librenms/librenms prior to 22.10.0. 2022-10-14
CVE-2022-42919 Python 3.9.x and 3.10.x through 3.10.8 on Linux allows local privilege escalation in a non-default configuration 2022-10-14
CVE-2022-42252 If Apache Tomcat 8.5.0 to 8.5.82, 9.0.0-M1 to 9.0.67, 10.0.0-M1 to 10.0.26 or 10.1.0-M1 to 10.1.0 was configured to ignore invalid HTTP headers - 2022-10-03
CVE-2022-45474 If Apache Tomcat 8.5.0 to 8.5.82, 9.0.0 | cpp event_cb use-after-free for any request. 2022-11-18

-M1t0 9.0.67,10.0.0-M1t0 10.0.26 or 1
0.1.0-M1 to 10.1.0 was configured to ig
nore invalid HTTP headers via setting r
ejectlllegalHeader to false (the default f
or 8.5.x only), Tomcat did not reject a r
equest containing an invalid Content-L
ength header making a request smuggli
ng attack possible if Tomcat was locate
d behind a reverse proxy that also faile
d to reject the request with the invalid

header.
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